ITAMATKA OB TH®OPMAITMOHHON BE3OIIACHOCTU

HEJIb34

1. Bcem mozpsa coobmaTh CBOIO dYacTHyI uH@opmamnuo (HacTtodue wMs,
damunuio, TenedoH, aapec, HOMEP IIKOJbI, a Takke ¢dororpaduud CBOH, CBOEU
CEMbU U JIpy3€en);

2. OTKpBIBAaTh BJIOKEHHBbIE (DAMIBI HJIEKTPOHHOU TIIOYTHI, KOT/Ia He 3Haellb
OTIIPaBUTEJIS;

3. 'pyObuth, mpupuparhbcs, OKa3bIBaTh JIaBJIEHHE - BECTH cebs HEBEXJINBO U
arpeccuBHO;

4. He pacnopsikatics ieHbraMu TBOEN ceMbU 0e3 paspelleHus CTapIInX - BCETJia
CIIpaIIBail po/inuTeJIeN;

5. He BcTpeuaiica ¢ IHTepHET-3HAKOMBIMU B PEIBHOU JKU3HU - MOCOBETYUCS CO

B3POCJIBIM, KOTOPOMY JIOBEPSEIIb.

OCTOPOYKHO

1. He Bce numiyT npasay. Yutaenrs o cebe Herpasay B IHTepHeTe - coobiiu 06 3TOM
CBOUM POJUTEJISIM WJIU OTIEKYHAM;

2. [lpursmamaiT mnepenuchBaThCsA, UrpaTh, OOMEHUBATHCA - IPOBEpPb, HET JIU
MIO/IBOXA;

3. HezakonHoe konmmpoBanue ¢aityioB B IHTepHETE - BOPOBCTBO;

4. Becerzia pacckasbiBail B3pOCIBIM O IPO0JIeMax B CETH - OHU BCET/Ia IOMOTYT;

5. Wcnosb3yit HaCTpoOMKM 6e30MacHOCTH M IIPUBATHOCTU, UTOOBI HE OTEPATH CBOU
AQKKayHTBI B COIICETSAX U APYTUX IMOpPTaIaX.

MOKHO

1. YBakaul IPyrux MoIb30BaTeIIEH;

2. [Tostp3yernbesi THTEPHET-UCTOYHUKOM - JieJIall CChUTKY Ha HETO;

3. OTKpBIBaH TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O6maTbcsi 3a MOMOIIBIO B3POCIBIM - POJIUTEIN, OMEKYHBI U aJMHUHHUCTPAIHS
caliTOB Bcer/ia IOMOTYT;

5. Ilpoiimu obOyueHue Ha caiite "CeTeBUYOK' W IOJYyYHd ITACIOPT ITUMPOBOTO
rpak/iaHuHa!



ITAMATKA I YHAIIIMXCA
NHPOPMAIIMOHHAA BE3OITACHOCTD.

C KakJIpIM TO/IOM MOJIOZIE’KM B MHTEPHETE CTAHOBUTHCA OOJIBIIE, a IMIKOJIbHUKU
OIHM U3 CaMbIX aKTHBHBIX MOJIb30BaTesieli PyHera. Mexay TeM, IOMHUMO OTPOMHOTO
KOJINYECTBA BO3MOJKHOCTEH, MHTEPDHET HeceT W Ipo0OyieMbl. JTa IaMATKa JIOJI?KHA
IIOMOYb TeOe 6e30MacHO HaXOAUThCA B CETH.

KoMmnbrorepHblie BUPYCBHI

KoMmbpioTepHBIM BUPYC - 5TO Pa3HOBUHOCTh KOMIIBIOTEPHBIX IPOrpaMM,
OTJIMYUTETHLHON OCOOEHHOCTHIO KOTOPOH SABJISETCS CIOCOOHOCTh K Pa3MHOXKEHHUI0. B
JIONIOJTHEHUE K 3TOMY, BUPYChl MOTYT IOBPEIUTH WU IIOJHOCTHIO YHUYTOXKUTH BCe
aiiiel U faHHBIE, TOJKOHTPOJbHBIE IIOJB30BATENI0, OT HMEHHU KOTOpOro ObLia
3alylleHa 3apa)keHHasd IIporpaMMa, a TakKe IOBPeJIUTh WIH JaXke YHUUTOXKUTH
OIIEPAITMOHHYIO CHCTEMY CO BceMH (aiyiaMu B I[eJIOM. B OOJBIIMHCTBE CIIydaeB
pacIpoCTPaHAIOTCA BUPYChI Yepe3 NHTEPHET.

MeTo/1bI 3aIITUTHI OT BPELOHOCHBIX IIPOTPAMM:

1. Mcnosnb3yll coBpeMeHHBbIE OIllepalluOHHbIE CHCTEMBbI, HMMEIOIUe Cepbe3HbIU
YPOBEHbB 3aIIIUTHI OT BPEJOHOCHBIX IIPOTPAMM;

2. IlocrosnHO ycraHaBiauBail mnayTd (IudpoOBBIE 3aIJIATKH, KOTODPBIE
aBTOMAaTUYeCKH YCTAaHABJIMBAIOTCA C IeJbI0 JIOpa0OTKM IpOrpaMMBbl) U Jipyrue
OOHOBJIEHHS CBOEH OIlepaliMOHHON cucTeMbl. CKauuMBall MX TOJIBKO C ODUITUATIBHOTO
carita paszpabotunka OC. Eciu cymiecTByeT peXUM aBTOMAaTHYECKOTO OOHOBJIEHUS,
BKJIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpPE IIOJI IIpaBaMU IIOJIB30BATessA, a He
afIMUHUCTpPaTOpa. OTO He TO03BOJUT OOJIBIIUHCTBY BPEIOHOCHBIX IPOrpaMm
MHCTAJUTUPOBATHCA Ha TBOEM MEPCOHAIBHOM KOMIIBIOTEDE;

4. Ucnonp3yli ~ aHTUBUPYCHBIE  IPOTPAMMHBIE  MPOAYKTBI  U3BECTHBIX
MIPOU3BOJUTENIEH, C aBTOMATHUECKUM OOHOBJIEHHEM 6a3;

5. Orpanuub pU3NIECKUN JOCTY K KOMIIBIOTEPY JIJIs1 IOCTOPOHHUX JIUII;

6. Mcronp3yil BHeIIHNEe HOCUTeNU UHGOpMaIuU, Takue Kak ¢Jienika, AUCK WU
(paiin u3 UHTEpPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB,

7. He oTkpbiBalli KoOMObIOTepHBblEe (pailyibl, IOJIyYeHHble U3 HeHaJeKHBIX
HCTOYHUKOB. Jlaxke Te daiyibl, KOTOpbIEe MPUCIAJ TBOM 3HAKOMBIU. Jlydllle yTOUHU y
HEro, OTIIPABJISJI JIU OH TeOE UX.

Cetu WI-FI

Wi-Fi - 3T0 He BUJ mepenavyu JAaHHBIX, HE TEXHOJIOTUA, a BCETO JIMIIb OpeH[,
Mapka. Eme B 1991 roay HuepIaH/ACKas KOMIaHUsA 3aperucrpupoBaia openg "WECA",
yTo o0603Ha4asmo cioBocoueranue "Wireless Fidelity", xoTopslii mepeBoauTCA Kak
"GecIrpoBoOTHAS TOYHOCTS'.

Jlo Hailero BpeMeHH JIoIIa Apyras abbpeBHaTypa, KOTOpas sIBJISETCS TaKOH JKe
TexHosioruer. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3BaHMe OBLJIO JAHO ¢ HAMEKOM Ha



CTaHJZIAPT BbICIIEH 3ByKOBOUW TexHuku Hi-Fi, uTo B mepeBojie o3Ha4aeT "BBICOKas
TOYHOCTH .

Jla, OecmlaTHBII WHTEPHET-IOCTYNI B Kade, OTeNAX U as3pOIopTax SABJISETCSA
OTJINYHOU BO3MOXKHOCTBIO BBIXO/Ia B UHTepHeT. Ho MHOrMe 3KCHepThl CUMTAIOT, UTO
obmenoctynabie Wi-Fi ceTn He ABIAIOTCA O€30ITaCHBIMU.

CoseTsl 110 6e301macHOCTH pabOTHI B 00IIE/IOCTYITHBIX ceTax Wi-Fi:

1. He nepeziaBaii cBoro inuHyto nua@opmanuio yepes obieioctynubsie Wi-Fi cetu.
Pabotas B HUX, KeJIaTeJIbHO He BBOAUTH NAPOJIU AOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Hcnonp3yii u OOHOB/IAN aHTUBUPYCHBlE HporpaMMbl u Opangmayep. Tem
caMbIM ThI 00€30ITacHIIb cebsl OT 3aKauKU BUPYyca Ha TBOE YCTPOUCTRBO;

3. IIpu ucnons3oBanum Wi-Fi otxtroun dynkiuo "O6muin foctyn k daiiaM u
npuHTepaMm'. JlaHHasg QYHKIHA 3aKpbiTa [0 YMOJIYAaHUIO, OJHAKO HEKOTOPBIE
IT0JIb30BATEIN aKTUBUPYIOT €€ JIJIA y/I00CTBa UCIIOJIb30BaHU B paboTe WiH y4ebe;

4. He ucnionwayit mybsmmunasiii WI-F1 ny1a mepemauu JTUYHBIX JIAHHBIX, HAIPUMEDP
JULS BBIXO/IA B COITUAJIbHBIE CETU WU B BJIEKTPOHHYIO IIOYTY;

5. Mcnonb3y#t TosibKO 3ammuineHHoe coequHenue yepe3 HTTPS, a ue HTTP, T.e.
pu Habope Beb-aapeca BBoAU UMeHHO "https://";

6. B wmoOwibHOM TesedoHe oTkaoun ¢GyHKnuio Tlopkimouenue k Wi-Fi
aBromaTuuecku'. He Jiommyckail aBTOMAaTHYECKOTO MOAK/IIOUEHUs yCTPOHUCTBA K CETAM
Wi-Fi 6e3 TBOero coracus.

ConuajibHBIE CETHU

ComuasibHbIE CeTH aKTUBHO BXOJISIT B HAIIy >KHU3Hb, MHOTHE JIIOAU PabOTalOT U
’KMBYT TaM IIOCTOSTHHO, a B Facebook y»ke 3apeructpupoBaH MUJLIHApP], YeJIOBEK, UTO
ABJSIETC OJHOHM CeIbMOH BCeX JKHUTeJeH IIaHeTbl. MHorue II0JIb30BaTeIn He
MMIOHMMAIOT, YTO WH(OPMAaIKs, pa3MelleHHas: MU B COITUATbHBIX CETSIX, MOMKET OBITh
HaliJleHa U WCIIOJIb30BaHA KEM YTOJAHO, B TOM 4YHCJIe He 00A3aTeJbHO C OjaruMu
HaMepEeHUsIMU.

OcHOBHBIE COBETHI IO OE30IIACHOCTH B COITMATIBHBIX CETX:

1. OTpaHNYb CIHCOK Apy3eil. Y Tebs B APY3bAX HE JOJKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuIinad CBOI YacTHYIO *KH3Hb. He ykaswpiBall maposiu, TejiepOHbBI, ajipeca,
JlaTy TBOETO POXKIEHUs U APYTYIO JIMUHYI0 HH@OpMaNuio. 3JI0YMBIIIJIEHHUKHA MOTYT
HCIOJIb30BaTh Jake WH(GOPMAIIUI0 O TOM, KaK Thl U TBOW POJUTENH ILJIAHUDPYETE
IIPOBECTH KaHUKYJIBI;

3. 3amuInal CBOIO pemyTaruio - Jep:Kd ee B YHCTOTe W 3ajiaBaii cebe BOIIPOC:
XO0TeJI OBbI ThI, YTOOBI APYTHUE IMOJIH30BATEN BHUEJIH, UTO ThI 3arpy:kaemnb? [logymaii,
MIPEK/ie YEM UTO-TO OMyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecu THI TOBODWING C JIFOABMHU, KOTOPBIX HE 3HAaellb, HE HCIOJb3YH CBOE
peasbHOE UMs U JIPYTYIO JIMYHYI0 HH(OPMAIUH: UM, MECTO KUTEILCTBA, MECTO yUeObI
U TIPOYEE;

5. W3beraii pasmenienus ¢otorpaduii B VHTepHeTe, TZe Thl U300pakeH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OIIPEJIETUTH TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrpanuy B COIHMAIBLHOU CETH HEOOXOAWMO HCIIOJIH30BAThH CJIOKHBIE
ITapOJIH, COCTOAIIHE U3 OYKB 1 UG U ¢ KOJIMYECTBOM 3HAKOB HE MeHee 8;



7. JIJIs1 conMasibHOM CEeTH, MOUTHl W JAPYTHUX CAUTOB HEOOXOAUMO HCIIOJIb30BATh
pasHble maposiu. Torga ecyu Tebs B3JIOMAIOT, TO 3JIOYMBIINUJIEHHUKH MOJIydaT JOCTYII
TOJIBKO K OZTHOMY MECTY, & He BO BCE Cpa3y.

AJIEeKTPOHHBIE J€eHbI'U

IJIEKTPOHHBIE JIEHbI'M - OTO OYeHb YJOOHBIM CHocob IUIaTeKel, OJHAKO
CYIIIECTBYIOT MOIIIEHHUKM, KOTOPbIE€ XOTAT MOJYUYUTD 3TU IEHBIHU.

ONeKTPOHHbIE JIeHbI'M IOSBWJINCH COBCEM HEIaBHO U UMEHHO H3-32 3TOTO BO
MHOTHUX TOCY/IapCTBaX JI0 CHUX IOP He IPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHH (QYHKIIMOHUPYIOT U O HUX yKe IPOIHCAHO B 3aKOHe, IJle UX
pasziesiAIoT Ha HECKOJIBKO BUJIOB - aHOHUMHbBIE U HE aHOHUMHBIe. Pa3HuIa B ToMm, 4to
AHOHMMHBIE - OTO Te, B KOTOPBIX paspeliaercsi IPOBOJUTH omnepanuu 06e3
nleHTUUKAIIUN TI0JIb30BaTesis, & B HEAHOHUMHBIX WJIeHTU(UKAIUA I10JIb30BaTesId
SBJISIETCS 0053aTeIHHOM.

Taxke cieayeT pasjinyaTh JJIEKTPOHHBIE  (dUaTHBIE JeHbrud  (paBHBI
TOCY/IapCTBEHHBIM BaJIIOTAaM) U 9JIEKTPOHHble HeduaTHble JeHbrd (He PpaBHBI
rOCy/IapCTBEHHBIM BJIIOTAM).

OcCHOBHBIE COBETHI 110 6€30ITaCHON paboTe C 3JIEKTPOHHBIMHU JIeHbIaMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesnedOH. DTO caMbld y/IOOHBIA U OBICTPHIUA
crioco0 BOCCTAHOBUTH JOCTyH K cueTy. I[IpuBaA3aHHBIA TeaedOH IIOMOXKET, €CJIN
3a0y/IeTb CBOM IJIATEXKHBIN MapOJIb UJIH 3a/IeNTh Ha CAUT C HE3HAKOMOTO YCTPOHCTBA;

2. Hcnonp3yl oaHopa3oBble Taposu. Ilocsie 1iepexoia Ha YCUJIEHHYIO
aBTopusanuio Tebe yxke He OyZeT YrposkaTh OIACHOCTh KpaKU WJIM IlepexBara
IJIATEIKHOTO apOJIs;

3. Beibepu cioxkHbIM m1aposib. [IpectynHukam Oy/ieT He MPOCTO YraZaTh CJIOXKHBIN
naposib. HajiesxHbple maposiy - 3TO MapoJiv, KOTOphle cofiepKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0sl CTPOUHBbIE U NPOMUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CHMBOJIOB,
TaKue Kak 3HaK Jiojiapa, GyHTa, BOCKJINIATEbHBIN 3HaK U T.11. Hanpumep, $tRong!;;

4. He BBOAY CBOM JIMUHBIE JJAaHHBIE HA CalTaX, KOTOPHIM He JJ0BEPSEIIb.

AJIEeKTPOHHAA IOYTA

ONeKTPOHHAsA Io4YTa - 3TO TEXHOJIOTHA U IIpeZloCTaBjisieMble €10 YCJIYTH IO
IlepechbUIKE U IIOJIyYEHHUIO 3JIEKTPOHHBIX COOOIIEHHI, KOTOPBbIE pACIPEeNEesIIIoTCs B
KOMIIBIOTEPHOU ceTu. OOBIYHO 2JIEKTPOHHBIN MMOYTOBBIA AWK BBITJISAAUT CIIEAYIOIIUM
obpazoM: WMs_IOJb30BATEIA@UMs_J0oMeHa. Takike KpoMme Iepefjaudl IIPOCTOTO
TEKCTa, UMeeTCsl BO3MOIKHOCTD IIepe/IaBaTh (Panisibl.

OCHOBHBIE COBETHI 110 O€30ITaCHON paboTe C 3JIEKTPOHHOU MOUTOMU:

1. Hago BBIOpaTh MpaBUJIBHBIA IIOYTOBBIN cepBUC. B MHTEpHETE €CTh OIPOMHBIN
BBIOOP OeCIIaTHBIX ITOYTOBBIX CEPBHCOB, OHAKO JIyYIIlEe JOBEPATH T€M, KOO 3HAEIIb U
KTO IIEPBbII B PEUTHUHTE;

2. He ykasplBall B JIMYHOU IIOYTe JIMUHYI HHQopmarnuio. Hanpumep, sydiie
BBIOpaTh "'My3bIKaJIbHBIN__(paHaT@" wiu "pok2013" BMecTo "Temals";

3. Hcnonp3yil ABYyX3TallHYI0 aBTOPU3AIHI0. JTO KOTZ[a IIOMUMO IapoJis HYKHO
BBOJIUTH KO/, IPUCHhLIaeMbIH 110 SMS;

4. Bp1Gepu c10:KHBIN apoJib. 118 KaX0ro HOYTOBOTO AIINKA AOJKEH OBITH CBOM
Ha/IeXKHBIH, YCTOMYUBBIN K B3JIOMY apOJIb;



5. Ecoiu ecTh BO3MOXKHOCTh HamMcaTh CAaMOMY CBOM JIMYHBIA BOIIPOC, MCIIOJIb3YH
3TY BO3MOXKHOCTB;

6. Mcnionb3yii HECKOJIBKO OYTOBBIX AIMUKOB. IlepBBIN /11 YaCTHOU MeEePEeNnCcKU ¢
azipecaTaMu, KOTOPBIM ThI IOBEPsEIIb. DTO 3JIEKTPOHHBIN aJipec He HAJI0 UCIIOJIb30BaTh
IIpU perucrpanuu Ha ¢opyMax u caiitax;

7. He oTkppbiBail dalijibl U ApyTrye BIOXKEHUs B MHUChMax, JJasKe eCId OHU MPUIILIN
OT TBOUX Zipy3eil. Jlyuliie yTOUHU y HUX, OTIIPABJIAIN JIU OHU Tebe 3Tu daiiiibl;

8. ITocsie okoHUaHUs pabOThHI HA IOYTOBOM CepBHCe Iepe 3aKPhITHEM BKJIAJKU C
caliToM He 3a0yAb HaKaTh Ha "BeriiT".

Kuo6epOy/LIMHT WJIN BUPTyaJIbHOE U3€BATEIbCTBO

KubepOystiHT - mpeciieZloBaHNE COOOIIEHUSAMU, COJIEPKAIUMU OCKOPOJIeHU,
arpeccuio, 3aIlyTUBaHUE; XYJIUTAHCTBO; COIMAJIIBHOE OONKOTUPOBAHUE C ITOMOIIBIO
Pa3JINYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KNOEPOYJTHHIOM:

1. He Opocaiica B 60#. JIy4umuii crmoco0: ITOCOBETOBAThCA KaK ce0s BECTH U, €CIIU
HET TOTO, K KOMYy MOXXHO OOpaTUThCs, TO BHadasie YCIOKOUThCA. Ecau Thl HaUHEINIb
OTBEYaTh OCKOPOJIEHHAMU Ha OCKOPOJIEHUS, TO TOJIBKO eIlle OOJIbIlle Pa30rKiKellb
KOH(]JIUKT;

2. YpaBJsii cBOel KubepperyTarueii;

3. AHOHUMHOCTH B ceTu MHUMas. CyIIecTBYIOT CIIOCOOBI BBIACHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;

4. He crouT BecTHM XyJWTaHCKUH 00pa3 BUPTYaJbHON KU3HU. HTEpHET
(ukcupyer Bce TBOU JeUCTBUS U COXpaHAET UX. YJUINTh uXx OyAeT KpaliHe
3aTPYHUTEJIHHO;

5. Cobutioziaii CBOI0 BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyll efuHUYHBIN HeraTuB. OZHOPa30Bble OCKOPOUTEIbHBIE COOOIIEHUA
Jrydirie uTHOpupoBaTh. OOBIYHO arpeccus MPEKPAIIAeTCs Ha HAYIbHOM CTaIuH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKUDOBKH OTIIPABKH COOOIIEHUH ¢
OIIp€JIeJIEHHBIX a/IPECOB;

8. Ecim 1B cBuzerens kubepOysuinHra. TBou AeWCTBUA: BBICTYIUTH IIPOTUB
IpecjieioBaresisi, IIOKAa3aTh €My, 4YTO €ro JeWCTBUS OIEHUBAIOTCA HETAaTUBHO,
MIO/IIEPIKATh YKEPTBY, KOTOPOU HYKHA IICUXOJIOTHUYECKas IIOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCUBHOIO MTOBE/IEHUS B CETH.

MoowabHbIN TeJiIedOH

CoBpeMeHHbIEe cMapTGOHBI U IUIAHIIETHI COAEpP:KaT B cebe BIOJIHE B3POCIIBIN
dyHKIIMOHAN, W Temepb OHU MOTYT KOHKYPHUPOBAaTh CO CTAallMOHAPHBIMH
KoMIbioTepaMu. OTHAKO, CPECTB 3AIUTHI JJIsI MOA00HBIX YCTPOUCTB ITOKA OYEHb MAJIO.
TecTrpoBaHUE U MOUCK YSA3BUMOCTEH B HUX IPOUCXOJUT HE TAK UHTEHCUBHO, KaK JUJIs
ITK, To ke caMoe KacaeTcs 1 MOOMJIbHBIX TPUJIOKEHUH.

CoBpeMeHHBIE MOOWJIbHBIE Opay3ephbl y:Ke IMPAKTUYECKU JOTHAJIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacIiiupeHne QYHKIIMOHAJIA BJeYeT 3a COO0M OOJIBIITYIO CJIOKHOCTD U
MEHBIIIYIO 3aIUIIIEHHOCTb.



Jlaleko He Bce TPOU3BOJUTENHN BBIMYCKAIOT OOHOBJIEHHSA, 3aKPBIBAIOIIHE
KPUTHUYECKUE YSI3BUMOCTH JJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /171 6€30IMaCHOCTH MOOMJIBHOTO TeylepoHa:

Huuero He sBjsieTcs mo-HacToAMEMY OecIUIaTHBIM. By/ib 0CTOpOXKeH, BeZlb KOr/a
Tebe Ipe/yIaraloT OeclIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-TO IJIaTHbIE
YCIIyTH;

Hymaii, npexze dyeMm oTinpaButb SMS, ¢oto unu Buzaeo. Thl TOYHO 3Haellb, I7ie
OHU OyAyT B KOHEYHOM UTOTE?

Heo6x011M0 0OOHOBJIATH OIlEPAIIOHHYIO CHCTEMY TBOETO cMapT(OHa;

o3yt aHTUBUPYCHBIE ITPOTPAMMBI J1sI MOOMJIBHBIX TeJ1e(hOHOB;

He 3arpy:kaii NpPHJIOXKEHUS OT HEU3BECTHOTO HCTOYHHKA, BeAb OHH MOTYT
CoJlepsKaTh BPEJOHOCHOE IPOrpaMMHOe obecIieueHue;

[Tocsie TOrO Kak ThI BBIHEIIH C CAITAa, T/Ie BBOAMJI JUUYHYIO HH(POPMAIHIO, 3aUi/IH B
HaCTpOUKHU Opaysepa u yzanau cookies;

[Tepuosiyeckn TIPOBepsid, Kakue IJIATHbIE YCIYTH AaKTHBHUPOBAaHBI HAa TBOEM
HOMEDE;

JlaBali cBOMi HOMEpP MOOMJILHOTO TejiepOHA TOJIHKO JIFO/ISAM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSI€IIIb;

Bluetooth ;omkeH GbITH BBHIKIIOUEH, KOT/IA Tl UM He TOJIb3yelibesa. He 3a0biBait
WHOT/A ITPOBEPATH 3TO.

Online-urpsr

CoBpeMeHHbIE OHJIAMH-UTPHI - 3TO KpPAacOUYHbIE, 3aXBATHIBAIOIINE pa3BJIeUeHU,
00beIUHAIONINE COTHH THICAY YeJIOBEK 110 BceMy MUpY. Irpoku ucciieiyIoT JaHHBIA UM
MHD, OOLIAIOTCA APYT € JIPYTOM, BBIMIOJHAIOT 3aJ]laHUs, CPa’KAIOTCA C MOHCTPAMH U
IIOJIy4alOT OIBIT. 3a YJOBOJBCTBUE OHU IUIATAT: IOKYyHAKT JUCK, OIJIAYUBAIOT
abOHEMEHT WJIU TPUOOPETAIOT KaKHMe-TO OIIIUH.

Bce 3Tu cpeacTBa MAYT Ha MOAJeprKaHUe U Pa3BUTHE UTPHI, a TaKKe Ha camy
6e30IacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMBI AaBTOPU3AIHH, BBIITYCKAIOTCA HOBBIE ITATUU
(1 poBbIe 3aIIATKYU AJ15 TPOTPAMM ), 3aKPBIBAIOTCSA YSI3BUMOCTH CEPBEPOB.

B mopoOHBIX Urpax CTOUT OIAcaThCsA HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
KpaKU TBOETO I1apoJis, HA KOTOPOM OCHOBAaHA CHCTEMAa aBTOPU3AIUU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 HE30IIACHOCTH TBOETO UTPOBOT'0 aKKAyHTA:

1. Ecoiu gpyroil urpok BezeT cebs IUIOXO WJIM cO37laeT Tebe HENMPUATHOCTH,
3a0JIOKUPYH €r0 B CIIUCKE UTPOKOB;

2. IMoxamyiica aAMUHHCTPATOpaM HTIPhl Ha IUIOXO€ TOBEJIEHHE JTOr0 UTPOKA,
JKeJIaTeJIbHO IIPUJIOKUTh KaKHhe-TO JI0Ka3aTeJIbCTBA B BU/Jl€e CKPUHOB;

3. He ykaspiBaii tnunHyo nHGOpMaIyio B mpodaiiyie urpsol;

4. YBaxkal Ipyrux y4aCTHUKOB 110 UTPe;

5. He ycranaBiuBaii HeouiimaabHble IaTYu U MOJIbI;

6. Mcnionp3yii ci10KHbIE U pa3Hble IapoJIy;

7. Jlaske BO BpeMs UTPBI He CTOUT OTKJIIOUATh aHTUBUPYC. I1oka ThI urpaelib, TBOU
KOMIIBIOTED MOTYT 3aPa3UTh.

POUIMHT WIH Kpaxa UIHbIX JaHHbIX



OOBIYHOM KpaskeHd JieHer U JOKYMEHTOB CETrO/IHA y:Ke HHUKOTO He YAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTHU 3JI0YMBIIIJIEHHUKU TEPEMECTUINCh B UHTEPHET, U
MIPOIOJIKAIOT 3aHUMATHCA " JTIOOUMBIM "' JTEJIOM.

Tak mosiBUIaCh HOBAsl yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WIN (DUIIIMHT, TJIaBHAS
1[eJIb KOTOPOTO COCTOUT B IOJIyY€HUU KOH(UAEHIIMATBHBIX TAHHBIX IOJIb30BaTEIEN -
JIOTUHOB ¥ mapoJiei. Ha arriuiickom s3bike phishing ynrtaercs kak pumuHr (ot fishing
- ppIOHAs JIOBJIA, password - mapoJib).

OcHOBHBIE COBETHI 110 6HOPHOE ¢ PUIITHTOM:

1. Cienn 3a CBOMM aKKayHTOM. Ecu ThI MOZ03peBaelb, YTO TBOS aHKeTa ObLia
B3JI0OMaHa, TO He0OX0AUMO 3a0JIOKHPOBATh €€ U COODIIUTh aIMIHUCTPATOPaM pecypca
00 5TOM KaK MOKHO CKOpEE;

2. Hcnosp3yil Oe3omnacHble BeO-CaiiThl, B TOM 4YHCJIe, HHTEPHET-MAra3nHOB U
IIOMCKOBBIX CUCTEM;

3. Mcnose3yii c10KHBIE U pa3Hble maposiu. Takum obpasom, eciiu Tebsi B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKH MTOJIYYaT IOCTYI TOJIBKO K OTHOMY TBOEMY ITPOMUIIIO B CETH, a He
KO BCEM;

4. Ecu Tebs B3soManu, TO HEOOXOIMMO IPEAYIPEAUTh BCEX CBOHUX 3HAKOMBIX,
KOTOpBIE JI00aBJIEHBI y TeOS B JIPY3bsAX, O TOM, YTO TeOs B3JIOMaJIH M, BO3MOXKHO, OT
TBOETO NMEHHU OyZIET PacChLIaThCs CIIAM UM CChUIKU HA (DUIITMHTOBBIE CANTHI;

5. YcraHoBU HajieskHbIN 11aposib (PIN) Ha MOOMIBHBIHN TeedOH;

6. OTKJIIOYY cOXpaHeHUe MmapoJisi B Opaysepe;

7. He oTkpbIBail (paiiyibl ¥ APyTHE BIOKEHUS B MUChMAX, asKe €CJIM OHU MPUIILIN
OT TBOUX Zipy3eii. JIyuiiie yTOUHH y HUX, OTIIPABJISAIIN JIU OHU Tebe 3TU Haiibl.

HudposBasa penyranua

[MudpoBas permyTamnus - 3TO HETATUBHAS VI MO3UTHBHASA MHQPOPMAINHA B CETU O
tebe. Kommpomerupymoomas wHpopManus, pa3MelleHHas B HWHTEPHETE, MOMKET
Cepbe3HBIM 00pa30M OTPA3UThCA HA TBOEU peasibHOU ku3HU. "ludposas pemyrarus” -
3TO TBOUM UMUK, KOTOPBIUA (hopMupyeTcs u3 nHpopmaun o Tebe B UHTEPHETE.

TBoe MecTO KUTeNbCTBA, yueObl, TBOe (PUHAHCOBOE IOJIOXKEHUE, OCOOEHHOCTH
XapakKTepa U paccKasbl O OJIM3KUX - BCE 9TO HAKAIIMBAETCS B CETH.

MHorve TOAPOCTKU JIETKOMBICJIEHHO OTHOCATCA K MyOJMKAIUM JIMYHOU
nHbopmanuu B VHTEepHeTe, He NMOHMMAs BO3MOXKHBIX TocieAcTBUA. Thl faxke He
CMOJXKEIIb JIOTaIaThCA O TOM, 4YTO ¢oTorpadus, pa3MelleHHAs 5 JIeT Hasaj, craja
MIPUYIMHOU OTKa3a MPUHATH Tebs1 Ha paboTy.

KomMmeHTapuu, pazmelieHre TBouX (ororpaduii U Apyrue JeUCTBHSA MOTYT He
HCYE3HYTh JJa’Ke IOCJIe TOTO, KaK Thl UX YAAJUIb. Thl HE 3HAEIIb, KTO COXPAHUJ ATy
nHdOpManuio, momajga JU OHA B IOUCKOBBIE CHCTEMBI M COXPAaHWJIACh JIU OHA, a
[JIABHOE: YTO IMOAYMAIOT O TeOe OKpY»KaloIue JIIOU, KOTOPble HAWUAYT U YBUJAAT 3TO.
Hatiti nadopManuo MHOTO JIET CITYCTsI CMOXKET JI000H - KaK U3 J0OPhIX MOOYKAeHUH,
TaK ¥ ¢ HAMEPEHHEM TPUYUHUTD BPeJl. ITO MOKET OBITh KTO YTOTHO.

OcHOBHBIE COBETHI 110 3aIUTE ITUOPOBOU PEIyTAITUH:

1. [Togymaii, mpex/ie ueM YTO-TO IyOJIMKOBATh U MepeAaBaTh y cebs B OJi0Te Wiu B
COIIAJIbHOM CETH;

2. B HacTpoiikax npoduiis yCTaHOBU OTPAHUYEHUS HA MTPOCMOTP TBOETO MTPOMUIIA
U ero COZIeP>KUMOTO0, cJiesiall ero TOJIBKO "1 Jipy3eit’”;



3. He pasmemaii u He yka3piBall MHMOpPMANHIO, KOTOpas MOKET KOTO-JIH00
OCKOpPOJISITh MU OOMIKATh.

ABTOpCKOE IIpaBo

CoBpeMeHHbIe IIKOJIBHUKU - aKTUBHBIE TTOJIb30BaTeHN M1 POBOTO MIPOCTPAHCTBA.
OpHaxko Jlajieko He Bee 3HAIOT, YTO M0JIb30BaHUE MHOTUMH BO3MOXKHOCTAMU IU(PPOBOTO
Mupa TpebyeT cobJii0/ieHUs IIPaB Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTbD.

TepmuH "WHTEJUIEKTyaJibHasg COOCTBEHHOCTh' OTHOCHUTCA K  Pa3IHUYHBIM
TBOPEHUSIM UeJIOBEUECKOTO0 yMa, HauWHasg C HOBBIX H300peTEHHN U 3HAKOB,
0003HAYAIONUX COOCTBEHHOCTh HAa MPOJAYKTHI M YCJIYTH, W 3aKAaHYMBAsS KHHUTAMH,
¢ororpadpuamu, KUHOPUIBMAMU U MY3bIKaJIbHBIMU IIPOU3BE€HUAMU.

ABTOpCKHME TmTpaBa - 3TO IpaBa HAa WHTEUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
IIpOM3BEIEHUA HAyKU, JINTEPATypbl U MCKycCTBA. ABTOpPCKHEe IIpaBa BBICTYIIAIOT B
KayecTBe TapaHTUH TOTO, YTO WHTEJUIEKTYaIbHbBIN/TBOPUECKUI TPY/l aBTOpa He OyaeT
HaIIPACHBIM, JJaCT €My CIIPaBeJINBble BO3MOKHOCTHU 3apab0TaTh Ha pe3ysIbTaTax CBOETO
TPYZa, MOJIyYUTh U3BECTHOCTh U Npu3HaHue. HukTo 6e3 paspelieHys aBTopa He MOKeT
BOCITPOM3BOJUTH €r0o MPOU3BEJEHNE, PACIPOCTPAHATH, IMyOJHUYHO JIEMOHCTPHUPOBATH,
poAaBaTh, HWMIIOPTUPOBATh, IycKaThb B  IPOKAT, IyOJUYHO  HCIOJIHSITD,
MIOKa3bIBAaTh/ UCIIOJIHATH B 3(prpe win pa3MmeniaTs B IHTEpHeTe.

Hcnonp3oBaHue "MHUPaATCKOro" MPOrpaMMHOTO obOeclieueHUs MOXKET MPUBECTH K
MHOTUM pHCKaM: OT IIOTEPU JIAHHBIX K TBOMM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I/le YCTAaHOBJIEHA HeJleTaibHAsA porpamma. He cTouT Takke 3a0bIBaTh, UTO
CYIIIECTBYIOT JieTaJIbHbIE U OecIIaTHbIE TPOTPAMMBbI, KOTOPbIE MOXKHO HAWUTHU B CETH.

O moprase

CeTeBUYOK.p] - TBOU TIJIABHBIM COBETYUK B CETH. 3JleChb Thl MOXKEIIb y3HATh O
6e30MacHOCT B CeTU IOHATHBIM U JIOCTYIIHBIM f3BIKOM, a INPH BO3HUKHOBEHUU
KPUTUYECKON CUTyallud OOpaTUThCA 3a COBETOM. A TaKKe IPHUHATH y4acTHe B
KOHKYPCaxX U CTaTh CAMbIM I (PPOBBIM I'PaKJaHUHOM!



